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1. Extension Sections

Dashboard
In the

'Dashboard" tab you will see the vulnerabilities detected by Burp Bounty

Pro scanners, both active and passive. You can change the domain and see only
the issues belonging to that domain.

Dashbowrd  Target  Proxy  Inruder  Repester  Sequencer  Decoder  Comparer

logger  Extender  Projctoptions  User options

Dashboard ‘Scanner Rules Profies Options About

Dahsboard
I this section you can view all the issues of Burp Bounty Pro,
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Scanner

In the "Scanner" tab, you will be able to see the scans carried out or in progress.
In this section you can see the “status” of each endpoint, you can select one or
multiple scans and “pause”, “resume” or “cancel” them.

Dashaard Scanmer Rules Prafiies Optians abaut
Scanner
I this section you can manage ll Burp Bounty Pro Active Scans and the Smart Scan:
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Rules
In the tab "Rules

you can see the rules that will be used in the Smart Scan.

Dashboard Scanner Rules Profiies Options About

Rules gefinition
In this section, condtions can be estabished for run some profies, individually or tag based.

add Enabled Fule Name Comment
= Artca_Veb_Prory_Auth_bypass Detects Artica Web Prory portal and try to bypass authentcaon
= Cisco_Rule ‘Search for Citrix Software and launch attacks
Remove Carix_Ruse Search for Cilrix software a0 launch attacks
CouchDB_Admin_Exposure. Search for ind try.

Orupal_Rule s rule, try his 1r

Firebase Database Rule This rule try fo detect * and test 1o Open Y
Fortnet_Fortigate Try to detect Fortinet Panel and runs CVE-2018-13379
Jra_Rule Search for Jra paneis and try to explot vulnerabiites
B Kubemetes_Ruie Y APLand
B LFLRue his the request for F 200 i1 ings them. it executes the active profies in search of these vuinerabiltes.
MAGMI_Remote_Auth Search for jgin and try to bypa

Netsweeper_Codelnection Y ‘panet ana e y
OpenRedirect_SSRF_Rule This the request for it nd SSRF and if  finds them. it execules e active profiles in search of inese vuinerabilties.
RCE_Rule This the request for and i it finds them, profies n search of these vulnerabiites.
@ Solanwinds This profie tries to search Solansind orion page and login as efault admin

Detect:

SQUI_Ruie This the request for of sQU and i finds them. it executes the actve profiles in search of these vulnerabiibes.
SSTI_Rule s q ana i t finds them
Symfony_Rule y ana
B Traefk Rue Try to defect Traefik Pane! and runs CVE-2020-15120
B wWeblogic_Rule Search for Webloge software and launch attacks
@ worgpress Rule his rule, try framemork

XSS_Rule s the request for and it fnds them. it execules e active profiles in search of these vuinerabiiies.




Profiles
In the tab "Profiles" you can see the active profiles, passive request and passive
response. In this section you can add new profiles or edit existing ones.

Dashboard Scanner Fules Profiles aptions about

Profile Man:

In this section you can manage the prefiles

Fiter by Tag | &1
Active Profies Passive Request Profiies Passive Respanse Profiles
add Enabled Prafiie Mame Tags Authar's Twitter

Aftica_Web_Prory_Auth_Bypiass_CVE-2020-17508 Al CVES, Vuinecabilies @burpbounty
Edt Allassian_Crowd_RCE_CVE-2015-11580 CVEs, Vuinerabiliies @burpbounty
Remove Bing_RCE_Linux Vulnerabaites, RGE @burpbounty
Bind_RCE_Windows . Vunerabiities, RCE @burpbounty
BiNG_XSS_append XS5, Vunerabaes @burpbounty
Bing_XSS_replace XSS, VuIneraDAnes @burpbounty
XHE, Vulneabilies. @burpbounty
CVES, Vunerabilties. @burpbounty
VP CVES, Vunerabillies. @burpbounty
Cilrix_ADC_Directory_Traversal_CVE-2018-16761 CVES, Vuerabiliies. @burpbounty
Citn_Snarefle_File_Rean_CVE-2020-8862 CVES, vumerabilties. @burpbounty
Ciln_xenmionie_Pai Traversal CVES, Vumerabillies. @burpbounty
CORS Misconfguration CORS, Vumerabillies @burpbounty
CouchD8_Admin_Expasure CVES, Vunerabilties. @burpbounty
CRLF_append CALF, Vunerabilties @burpbounty
CRLF_replace CRLF. Vunerabiliies @burpbounty
Drupal_user_Enum Drupal, Vumerabiibes @burpbounty
Drupal_User_Enum_Reairect Drupal VuIneraDies @burpbounty
Easy_wp_smip_liting_enabled Wioddpress, Vuinerabilties @burpbounty
Echo_RCE_append Vulnerabilties @burpbounty
Etho_RCE_replace Vulneraviities @burpbounty
Expect_RCE Vuinerabi @burpbounty
F5 BigiP_CVE 20205002 CVES, Vunerabilties. @burpbounty
File_Manager_Viorpress. Backups_CVE-2020-24312 CVES, Wordpress, Vulnerabiities @burpbounty
Forti05_Creds_Disclosure_CVE-2018-13379 CVES. Vumerabiliies @burpbounty
Fuzzing_drrectories Orectaries_fuzer @burpbounty
GrFnaer Dvectonies_tuzer @burpbounty
Hast_Heades_injection Vulnerabiities @burpbounty
Jra_into_Exposure_CVE-2020-14178 CVES, Vunerabilties. @burpbounty
Jea_Pain_Traversal_GVE-2019-8442 CVES, Vunerabillies. @burpbounty
Jra_SSRF_CVE-2017-8506 CVES. Vumerabiliies @burpbounty
Jra_unauthenticated_info CVES, Vumerabilties. @burpbounty
03_UNaUMENtialeq_SenSAvE_Into_CVE-2019-8449 CVES, Vumerabillies. @burpbounty
Ja_User_Enum_CVE-2020-14181 CVES, Vuerabillies @burpbounty
Kubernetes_API_Exposed Vulnerabilties @burpbounty
MAMGI_Auth_Bypass_CVE-2020-5777 s, Vunerabillies @burpbounty
Metsweeper_cote_injection_CVE-2020-13167 CVESs, Vuinerabilities @burpbounty
hginx Vuineravaites, Ngink @burpbouty
Open Fresase Datanase Vuneravates @burpbounty

CoenReaiect

In this section you can also activate or deactivate one or more profiles by means
of the right button.

Dashbaard Seanner Fules. profiles Options Aot

Profile M:

ger
i this section you can manage the profiles

Fiar by Tog [ 41
Actve Profies Passive Request Profles Passive Respanse Profies

add Enabled Profile Name Tags Author's Twinter
a Artica_\Web._Prowy_Auth_Bypass_CVE-2020-17506 A, CVES, Vulnerabiities @ourpbaunty
Atlassian_Crowd_RCE_CVE-2016-11580 AN, CVES, Vunerabiities @ourpbaunty
Remore A, Visneratillies. RCE @ourppaunty
7] i RCE | A Vuinerabilties. RCE @burpbounty
Bina_XsS_append Al XSS, Vunerabilties @burpbounty
B Bina_xss_repiace AU, XSS, Vnerabillies @ourpbaunty
B Biad 0E AL XXE. Vulnerabites @ourgbounty
Cisco_ASA_LFI-CVE-2020-3452 A1, CVES, Vulnerabiites @burpbounty
@ Cisco Wan_VPH_disciosure.CVE-2019-1853 A8, CVEs, Vulnerabiites @oarpbounty
B Citric ADC_Direclory_Traversal_CVE-2019-10761 A4, CVES, Vulnerabiities @ourpbaunty
Citrix_ShareFile_File_Read_CVE-2020-6862 A, CVES, Vulnerabisties @burpbaunty
Citric_XenMobss_patnTraversal Al CVES, Vunerabiities @ourpbaunty
CORS MISCONNGUIANION Enable A, CORS, Vinerabibties @purpoaunty
CouchDB_Agmin_Expasure. Dieabla M1 CVES, Vulnerabiites @burpbounty
CALF_append A1 CRLF, Vuinerabitfies @arpbounly
CALF_replace St New Tag AL CRLF, Vuinerabilfies @ourpbounty
] Drupal_User_Enum A Drupal, Vuinerabiiities @ourpbounty
Drupal_User_Enum_Redirect Drupal, Vunerabilfies. @ourpbaunty
] Easy_wp_smtp_listng_enabled AL Wordpress, VuInerapities @ourpbaunty
B Echo_RCE_append AL Vuinesanililies @ourpbounty
Echo_RCE_repiace A1, Vuineratitlies @ourpbounty
a LRCE Al Vuinerabillies @burpbaunty
F5.BiglP_CVE-2020-5002 A, CVES, Vulnerabities @burpbaunty
File_Manager_Wordpress_Backups_CVE-2020-24312 A1 CVES, Wordpress, Vuinerabilities. @burpbounty
ForliOS_Creds_Disclosure_CVE-2018-13370 A1 CVEs, Vulnerabiities @burpbaunty
Fuzing_direclories A4, Directories_fuzzer @burpbaunty
B Gifinser A4, Directories_fuzzer @burpbaunty
Host_Heager_inection AL Vunerabilties @ourpbounty
B Jra_info_Exposure_CVE-2020-14179 AN, CVES, Vulnerabiities. @ourpbaunty
W Jia_Pam_Traversa_CVE-2010-6442 AN CVES, Vulnerabies @ourgbounty
5 A1 CVES, Vulnerabiies @burpbounty
a A1 CVESs, Vulnerabiities @burpbaunty
B Jra_Unauinenticaled_Sensilve_info_CVE-2010-8449 A4, CYES, Vulnerabiities @ourpbaunty
Jira_User_Enum_CVE-2020-14161 A, CVES, Vuinerabiities @burpbounty
Kubemetes_AP|_Exposed AL Vumerabilties @ourpbaunty
WAMGI_AUN_Bypass_CVE-2020-5777 A8, CVES, Vulnerabistes @ourgoounty
Hetsweeper_code_inection_CVE-2020-13167 A1, CVES, Vulnerabisbes @barpbounty
MNginX. A1 Vuinerabilities. Nginx @burpbauty
Open Firebase Dalabase A, Viuinerabililies: @ourpbaunty
m OoenRedirect AL OpenRedirect Vuinerabiites @bursbourty

You can add tags to multiples active profiles directly. You have to select the
profiles that you want, and then right click->Set New Tag and add the Tag name.



1.

Dashboard Scanner Rules Profiles Options About

Profile Manager
In this section you can manage the profiles.

Filter by Tag | Al |
Active Profiles Passive Reguest Profiles Passive Response Profiles
Enabled Profile Name Tags Author's Twitter
Bind_RCE_Linux Al RCE, Vulnerabilties @burpbounty
Biind_XSS_append Al XSS, Vuinerabllties @burpbounty
Band_E AL XXE @burpbounty
CORS Misconfiguration All, CORS, Vuinerabilties @burpbounty
CRLF_append Al CRLF, Vulnerabillies @burpbounty
Fuzing_direclories All, Direclories_fuzzer @burpbounty
GilFinder Al Direclories_fuzzer @burpbounty
HOSt_Heaoer_Injection AL, Vusnerabili ‘@burpbounty
OpenRedirect AL, Ope 3 @purpt Y
OpenRedirect SSRF_Collaborator AL O it
OpenRedirect-ParamelerPollution All, OpenRedirect, Vuinerabilities @burpbounty
OpenRedirecl-Parr4~-"~ti-sien Paih Al
RCE_Linux Enable AUl RCE, Vulnerabiliies @burpbounty
RCE_Windows Disable Al RCE, Vulnerabilties @burpbounty
Spring Bool Actuz Set New Tag Al Direclories_fuzzer @burpbounty
sau Al SQLI, Vulnerabilites @burpbounty
SOLI_TimeBased_append AL, 8QLI Vulnerabilites @burpbounty
®m  ssm AL, SSTI, Vulnerabilities ‘@purpbounty
M Test_xSS_append I XSS, VUINEraDiities. @burpbounty
M Test XSS_append_encoded AlL XSS, Vulnerabilties @burpbounty
B Tesi_XSS_GET_POST Al XSS, Vulnerabilties @burpbounty
®  X-Headers-Collaborator Al Vuinerabiliies @burpbounty
®m  xss AL XSS, Vuinerabilties @burpbounty
B 0E_Windows AL, XXE, Vulnerabiiiies ‘@burpbounty
Profile Manager
in this section you can manage the profiles.
Filter by Tag | Al -
Active Profiles Passive Request Profiies Passive Response Profiles
T amd Enabled Profile Name Tags authors Twiner
. B Bind_RCE_Linux Al RCE, Vuinerabiliies @burpbounty
Edit B Bind XSS append All XSS, Vulnerabiliies @burpbounty
Remave B BIn0_XE Al XXE @burpbounty
B CORS Misconfiguration Al CORS, Vulnerabilities. @burpbounty.
B CRLF_append All, CRLF. Vulnerabiliies @ourpbounty
B Fuzing_directones All, Directories_fuzzer @burpbounty
B GiFinder All, Directories_fuzzer @ourpbounty.
B Host Header injection New Tag x Al Vulnerabilities @purpoounty
B OpenRedirect Al O
OpenRedireci_SSRF_Collaborator Set new tag All, Op L
B OpenRedirect-ParameterPollution T Al OpenRedirect, Vulnerabiliies. @burpbounty
OpenRedirect ParameterPollution_Pain Al Op L
B RCE_Linux Al RCE, Vuinerabilties @burpbounty
B  RCE_Windows ok || cancel | Al RCE, Vulnerabiliies @burpbounty
B Spiing Boot Actualors All, Directories_fuzzer @burpbounty
B sou Al SQLI. Vuinerabilities. {@burpbounty
B SOLi_TmeBased_append All, L Vulnerabilities @burpbounty
m ssm All, SSTI, Vuinerabiliies @burpbounty
B TesXSS_append All. XSS, Vuinerabiliies @burpbounty
B Test XSS_append_encoded Al XSS, Vulnerabilities. @burpbounty
Test_XSS_GET_POST Al XSS, VUIneranies. @burpbounty
B X-Headers-Collaborator All, Vunerabilities @burpbounty
X558 Al XSS, Vunerabilties @burpbounty
B XE_Windows Al XXE. Vulnerabilities @burpbounty
3.
Dashboard Scanner Rules Profiles. Options. About
Profile Manager
In this section you can manage the profiles.
Fiter by Tag | All v
Active Profiles Passive Request Profiles Passive Response Profiles
[ add ) Enabled Profile Name Tags
— Blind_RCE_Linux Al RCE, Vulnerabilities
[ ear | Blind_XSS_append Al XSS, Vulnerabiliies
| Remove | Blind_XXE. All, XXE
CORS Misconfiguration All, CORS, Vulnerabilities, TEST
CRLF_append All, CRLF. Vulnerabilities
Fuzzing_directories All, Directories_fuzzer
GitFinder All, Directories_fuzzer, TEST
Host_Header_Injection Al Vulnerabilies.
OpenRedirect All, OpenRedirect, Vulnerabiliies

OpenRedirect_SSRF_Collaborator
OpenRedirect-ParameterPollution
OpenRedirect-ParameterPolution_Path
RCE_Linux

RCE_Windows

Spring Boot Actuators.

sati

SQLi_TimeBased_append

ssTI

Test_XSS_append
Test_XSS_append_encoded
Test_XSS_GET_POST
X-Headers-Collaborator

xS

XKE_Windows

(SRR B J< BBl B I Q< J<R<NeRR IR J<J<J<]

All, OpenRedirect, Vulnerabilities
All, OpenRedirect, Vulnerabilities

All, OpenRedirect, Vulnerabiiities, TEST
All,RCE, Vulnerabilties

All, RCE, Vulnerabilties

All, Directories_fuzzer

All, SQL, Vulnerabilities

All SQLI, Vulnerabilities

All, SSTI, Vulnerabilities

All, XSS, Vulnerabiliies

All, XSS, Vulnerabiliies

All, XSS, Vulnerabiliies

All, Vulnerabilities

All, XSS, Vulnerabilities

All XXE, Vuinerabilties



Options
In this section you can specify different options for the extension.

Dashboard

Dashboard

Directory

Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Logger++ Burp Bounty Pro

Scanner Rules Profiles Options About

In this section specify the base profiles and rules directory "BurpBountyData".

Directory

Reload

C\Users\wagirc\Dropbox\BurpBountyPro_Releases\2.0.0\BurpBountyDataBeta\,

Scanner Settings

In this section you can specify the scanner settings.

Smart Scan Threads: | 10

Active Scan Threads: | 10

Passive Scan Threads: | 10
Endpoint scan fail time: | 60 minutes
Delay between requests: | 70 milliseconds

Max Active concurrent scans: | 10

Extension to avoid Active scan: ipg.ipeq,gif.css tif tiff png, swf tf woff woffz,ico,pdf svg jsxt

Extension to avoid Passive scan: ipg.ipeq,gif tif.tiff, png,tf woff, woff2 ico,svg

Alternative Host for Burp Collaborator

You can enable live passive scanning, but this option consumes a lot of system resources:

Live Passive Scan off

Only in-scope items

Tags Manager

In this section you can manage the tags.

Add

Remave

Tag Name
All
CVEs
RCE
XS5
XXE
CORS
CRLF
Drupal
Wordpress

Directory: Here you can select de Burp Bounty Data folder (profiles and rules).

Scanner Settings:

Smart scan threads: Here the threads that will be used in the active
part of the smart scan are specified.

Active scan threads: Here the threads that will be used in the active
scanner are specified.

Passive scan threads: Here the threads that will be used in the passive
scanner are specified.

Endpoint scan fail time: After the specified scan time has passed, the
endpoint will go to the “failed” status and will continue with the next
endpoint.

Delay between requests: Delay between each request.

Max active concurrent scans: This number specifies how many
simultaneous endpoints will be scanned.

Extensions to avoid in the active scan: Extensions that will not be
scanned on the active scanner.



o Extensions to avoid in the passive scan: Extensions that will not be
scanned on the passive scanner.

¢ Alternative host for burp collaborator: You can specify an alternative
host to Burp collaborator, which will replace the token {BC}.

¢ Live passive scan button: Passive scanning can be started in live mode.

e Only in-scope items: The live passive scanner only takes into account
the endpoints that are specified in the scope.

Tags Manager:

In this section you can add or delete Tags. If a Tag is deleted, it will be removed
from all the profiles where it's assigned.



About
In this section you can view information about Burp Bounty Pro, as well as view
the EULA and activate the license.

To activate the license you have to put the license nhumber in the "License key"
field and press the "Activate" button.

The “License Custom Path” field is for specifying the directory where the
license.key file will be saved once it has been activated.

The "Proxy address" and "Port" field is to specify the IP address and port of the
proxy to activate the license through proxy.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Logger++ Burp Bounty Pro

Dashboard Scanner Rules Profiles Options About

<f>BURP I
BG UNTY o 0:1 gugl;r:unting.

About.

Burp Bounty Pro Is a Burp Suite Pro extension that improve the active and passive scanner by means of
advanced and customized vulnerability profiles through a very intuitive graphical interface.

On the one hand, it acts as a the most advanced and flexible web application vulnerability scanner, being able
to add your own vulnerability profiles, or add your own custom payloads/requests to the existing vulnerability
profiles.

On the other hand, it can simulate a manual pentest in search of maximum efficiency, without making
unnecessary requests, it scans the targets only for those potentially vulnerable parameters. with the most
effective payloads.

Finally, this extension also helps you by collecting valuable information when performing the manual pentest,
such as possible vulnerable parameters, versions detection and more.

You are using Burp Bounty Pro 2.0

License

Here you can manage your Burp Bounty Pro license.

License properties

Activate
License Status: License Active
License Expiration Date: 297472022 Deactivate
Registered email: burpl y@gmail.com
Proxy Address Port:

License Custom Path

License Key:

By activating your license your are accepting the EULA




2. Extension Usage

With Burp Bounty Pro 2 you can scan an entire domain in target:

Dashboard Target Proxy Intrucer Repeater Sequencer Decoder (

Site map Scope Issue definitions

Filter: Hiding not found items; hiding CS5, image and general binary content; hiding 4xx responses

% https://auss.mozilla.org

2 https://com.coreyd97.burpextenderutilities:65535

g https://content-signature-2.cdn.mozilla.net

g https://firefox-settings-attachments.cdn.mozilla.net

2§ https://firefox.settings.services.mozilla.com

g https://push.services.mozilla.com
.\h_ttp:,f,-‘testphp.vulnweb.com |

o http://testphp.vulnweb.com/

Add to scope
Scan
Passively scan this host

Actively scan this host

e

Extensions
Engagement toals »
Compare site maps

Expand branch

Expand requested items

Delete host

Copy URLs in this host

Copy links in this host

Save selected items

Burp Bounty Pro >

Contents
Host Method

http://testphpvulnweb.c...  GET
http://testphpvulnweb.c...  GET
http://testphpvulnweb.c...  GET
http://testphpvulnweb.c...  GET
http://testphpvulnweb.c...  GET
http://testphpvulnweb.c... GET
http://testphpvulnweb.c... GET
http://testphpvulnweb.c... POST
http://testphpvulnweb.c... GET
http://testphpvulnweb.c... GET

Active Scan

Request Passive Scan

Pretty E Smart Scan
Scan Tags

1 GET /

r

Y7 oE

Z Host: testphp.wvulnweb.cor
= Acecept-Encoding: gzip, de

4 Aocoept: *fr

5 Accept-Language:

2n

& User—-Agent: Mozilla/5.0
Winé4; =e4) AppleWebEit/!
like Gecko) Chrome,/90.0.¢

Safari/537.3E



You can also scan several selected requests:

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options
Site map Scope Issue definitions

Filtter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

[ https://auss.morzilla.org Contents
1 https://com.coreyda7 burpextenderutilities:65535

: - Host Method URL Params  Status Length
g https://content-signature-2.cdn.mozila.net htto: tohp.vulinweb GET ists.oh 200 5545
(g https:/firefox-settings-attachments.cdn.mozilla.net http‘fﬁestphp-\UanEb-C--- GET far_t?sts'php? ist=1 J 500 ;:-6;
[ https://firefox.settings.services.mazilla.com p://testphp.vulnweb.c.. fartists.php?artist= 5
o h ] http://testphp.vulnweb.c.. GET Jeart.php 200 5120
# httpsi//push.services.mozilla.com -
http://testphp.vulnweb.c.. GET Jcategories.php 200 6332

9 http://testphp.vulnweb.com

http://testphp.vulnweb. GET /guestbook.php 200 5607
http://testphp.vulnweb. GET Jlistproducts.php?cat=1 v 200 8097
http://testphp.vulnweb.c.. GET Jlogin.php 200 5740
httred factnbnoamlnueh « DOST =earch.php?test=query v 200 4990
H 5 items selected 1serinfo.php 302 253
f Add to scope

Remave from scope

Scan Response

Do passive scan
Pretty BzEIUN Render ‘\n Ad

1 HTTP/Ll.l 302 Found

Do active scan

Send to Comparer (requests) 2 Server: nginx/L1.18.0

indows NT 10.0; 3 Date: Mon, 17 May Z0Z1
Send to Comparer (responses) - ° L Feme o Tin: text/himm.
Extensions > Burp Bounty Pro » Active Scan close
Compare site maps L4xml, applicatio Passive Scan gy ypuntuzo
Add comment fa=0.8 Smart Scan ([ @in.Php

th: 14

Highlight »len;q=0.3 Scan Tags >

Late TUTYOW mUST rogin

Delete selected items
Copy selected URLs

Or a simple request from Target, Repeater, History, etc:

Site map Scope Issue definitions

Filter: Hiding not found items; hiding €55, image and general binary content; hiding 4xx responses; hiding empty folders

14 hitps://auss.mozilla.org Contents

B4 https://com.coreydd7 burpextenderutilities:65535 Host Methad URL params  Status Length

g hitps://content-signature-2.cdn.mozilla.net hito: tohoulnweb GET ists.oh 200 5545

i hitps://firefox-settings-attachments.cdn.mozilla.net httpjmestphp“-U‘nweb‘c--- GeT fart\StS-th7 st 1 v 200 ::15;

i hitps://firefox,settings.services.mozilla.com pi/ftestphp.vulnweb.c... fartists.php?artist= N
http://testphp.vulnweb.c... GET Jeart.php 200 5120

F‘. https://push.services.mozilla.com hito: toh | b GET " A h 200 6332

@ http://testphp.vulnweb.com pi//testphpvulmveb.c.. feategaries.php 6

http://testphp.vulnweb.c.. GET /guestbook.php 200 5607
http://testphp.vulnweb.c... GET Jlistproducts.php?cat=1 v 200 8097
http://testphp.vulnweb.c.. GET /loginphp 200 5740
http://testphp.vulnweb.c.. POST /search.php?test=query v 200 4990
http://testphp.vulnweb.c... GET Juserinfo.php 302 253
http://testphpovulnweb.c..  GET /

Request Response
Pretty lEN \n  Actions W Pretty JGEIVM Render \n Act
1 POST /search.php?test=query HTTP/Ll.1 1 HTTP/1.1 200 OK
2 Host: testphp.vulnweb.com Z Server: nginx/1.19.0
3 User-Agent: Mozilla/5.0 (Windows MNT 10.0: 5 Date: Mon, 17 May Z0ZJ
PimEd: wfde =88 04 Secla /20000001 4 Content-Type: text/htn
I Sean S Connsction: close
a3 ) & X-Powesred-By:
i Do passive scan hl,applicatio PHP/5. €.40-38+ubuntull
! Do active scan )-8 _|Ft
ER Content-Length: 4773
€ Send to Intruder Ctri4 |g=0.3
e i % <!DOCTYPE HTML PUEBLIC
700 Send to Repeater curl-R 4.0L Transitional//EN"
H Send to Sequencer pded O "hrep://www.w3.org/ TR/
g ( 11 <html><!-- InstanceBec
5 ¢ Send to Comparer y.com template="/Templates/n
101 te.dwt.php"
11/q Send to Decoder codeCutsideHTHLIsLocks
121 Show response in browser 12 <head>
3 jin.php 13 <meta http-equiv="Cont
13 1 Request in browser > "rext/html: charset=is
: Extensions > Burp Bounty Pro > Active Scan
15 s eginEdit
Engagement tools > Passive Scan | title_r
1g fritle>
Copy URL 1 Smart Scan ndEdicak
Copy as curl command 19 SeanTags > leshest!
rpe e
Copy to file 19 <!-- InstanceBeginEdit




3. Scan methods

In the Burp Bounty Pro 2 version, nothing is scanned in live by default, now
everything works through the right button.

1. Active Scan
Burp Bounty Pro gives you the ability to create your own vulnerability profiles to
the active scanner.

The philosophy behind Burp Bounty's active profiles is simple:

1. Profile payloads are inserted at the selected insertion points and the
request is sent it to the server. Another option is use Raw request and
sent it to the server.

2. Inthe HTTP response looks for a pattern (or patterns) with all the filtering
options in the profiles.

Operation:

1. The request insertion points are extracted.

2. All active profiles are executed.

3. If there is a vulnerability, it's reported.

If you scan one or multiple requests with the Active scan, you will launch against
the request all the profiles that are active in the tab "Profiles-> Active Profiles"

ett \n Actions W

1 POST /search.php?test=cquery HTTF/Ll.L

2 Host: testphp.vulnweb.com

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =x€4; rv:88.0) Gecko/201l00101 Firefox/8E8.0
4 Aeccept: text/html,application/xhtml+uml,application/xml;q=0.9, image/webp, */*;q=0.8

5 Accept-Language: es5-E3,es;qg=0.8,en-U3;qg=0.5,en:q=0.3

& Acecept-Encoding: gzip, deflate

7 Content-Type: application/x-www—form-urlencoded

= Contrent_Tanath: 7§F

13 Upd

9 Oris Scan oI
7 DNT _
Con Do passive scan
Eefi Do active scan com/ login. php
3 Send to Intruder Ctrl-l
5 seal
Send to Repeater Ctrl-R.

Send to Sequencer
Send to Comparer

Send to Decoder

Request in browser >

Extensions ¥ Burp Bounty Pro > Active Scan
Engagement tools ¥ Passive Scan
Change request method Smart Scan
Change body encoding Scan Tags >
Copy URL

Copy as curl command



Dashboard

Target

Proxy  Intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extender

Project options.

User options

Logger++

Burp Bounty Pro

Dashboard

Prefile Manager

Scanner Rules Profiles Options About

In this section you can manage the profiles.

Active Profiles.
| Add
| Edit

| Remove

Filter by Tag | All N
Passive Request Profiles Passive Response Profiles
Enabled
Artica_\Web_Proxy_Auth_Bypass_CVE-2020-17506
Atlassian_Crowd_RCE_CVE-2019-11580
Blind_RCE_Linux
Blind_RCE_Windows
Blind_XSS_append
Blind_XSS_replace
Blind_XXE
Cisco_ASA_LFI-CVE-2020-3452
Cisco_Wan_VPN_disclosure-CVE-2019-1653
Citrix_ADC_Directory_Traversal_CVE-2019-19781
Citrix_ShareFile_File_Read CVE-2020-8982
Citrix_XenMobile_PathTraversal
CORS Misconfiguration
CouchDB_Admin_Exposure
CRLF_append
CRLF_replace
Drupal_User_Enum
Drupal_User_Enum_Redirect
Easy_wp_smtp_listing_enabled
Echo_RCE_append
Echo_RCE_replace
Expect RCE
F5-BiglP_CVE-2020-5902
File_Manager_Wordpress_Backups_CVE-2020-24312
FortiOS_Creds_Disclosure_CVE-2018-13379
Fuzzing_directories
GitFinder
Host_Header_Injection
Jira_Info_Exposure_CVE-2020-14179
Jira_Path_Traversal_CVE-2019-8442
Jira_SSRF_CVE-2017-0508
Jira_unauthenticated_Info

Jira_Unauthenticated_Sensttive_Info_CVE-2019-8449
Jira_User_Enum_CVE-2020-14181

Profile Name



2. Passive Scan

The passive scanner doesn't interact with HTTP traffic. Searches for patterns (or
absence of them) in HTTP requests and responses.

A pattern is information detected through strings or a regular expression. If it
detects a pattern, you get an alert.

If you scan one or multiple requests with the Passive scan, you will launch against
the request/response the profiles that are active in the tab "Profiles-> Passive
Request Profiles" and "Profiles-> Passive Response Profiles". This scanner does
not perform any request against the target, it only analyses the
request/responses passively.

Dashboard Target Proxy Intruder Repeater Sequencer Decc

Site map Scope Issue definitions

Filter: Hiding not found items; hiding C5S, image and general binary content; hiding 4uxx

g https://auss.mozilla.org

£ https://com.coreyda7. burpextenderutilities:55535
g https://content-signature-2.cdn.maozilla.net

O g https://firefox-settings-attachments.cdn.maozilla.net
g https://firefox.settings.services.mozilla.com

g https://push.services.mozilla.com

al htto:/ftestoho.vulnweb.com |

Contents
Host

http://testphp.vulnweb.c...
http://testphp.vulnweb.c...
http://testphpvulnweb.c...
hitp://testphpvulnweb.c...
http:/ftestphpavulnweb.c...
http:/ftestphpavulnweb.c...
http:/ftestphpavulnweb.c..,
Scan http:/ftestphpavulnweb.c...

o http://testphp.vulnweb.com/
Add to scope

http://testphp.vulnweb.c...
http://testphp.vulnweb.c...

Passively scan this host

Actively scan this host

Extensions » Burp Bounty Pro > Active Scan
Engagement tools » | Re Passive Scan
Compare site maps O Smart Scan kio)
Expand branch 1 Scan Tags > b

Expand requested items
Delete host

Copy URLs in this host
Copy links in this host
Save selected items
Issues

Wiew

Show new site map window

Site map documentation

Host: testphp.vul

2 User—-Agent: Mozil

Wing4d; =x£4; rwv:EB8
Firefox/88.0
Aocept:

text/html, applica
n/xml;c=0.9, image,
Aocept-Language:
es-ES,es;q=0.8,2n
Accept-Encoding:
Content-Type:
application/x-www

© Content-Length: Z
S Origin: http://te

J DHNT: 1

Connection: close
Feferer:
http://testphp.vu



Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender
Dashboard Scanner Rules Profiles Options About
Profile Manager
In this section you can manage the profiles.
Filter by Tag | All v
Active Profiles Passive Request Profiles Passive Response Profiles
|' ndd | Enabled
ifi AccessToken
| et | Amazon_AWS_Url
| Remaove | Artica_Web
' ) Authorization_Bearer
AWS_Access_Key_ID
AWS_Region
Azure Blob Discovered
Basic_Auth_Credentials
Bitcoin_Address
CDN_Detected
Cisco_ASA_Device_Found
Citrix_Detection
CMS_Found
CouchDB_Response
Debug_variables
Debug Pages
DigitalOcean_Space_Discovered
Docker_AP|_Response
DomainTakeOver_5Strings
Drupal_Response
EndpointsExtractor
Fortinet_Panel
GCP_Service_Account
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender
Dashboard Scanner Rules Profiles Options About
Profile Manager
In this section you can manage the profiles.
Filter by Tag | all v

Active Profiles Passive Request Profiles

Passive Response Profiles

‘?‘ Enabled

———————— Action_parameters
‘$‘ Api_path

\' Remave \ Artica_\Web_Request

CouchDB_Request

Fortinet_Request
GraphQL_Endpoint
IDOR_parameters
Jira_Request
Key_Parameters
LFI_RFI_Parameters
MAGMI_Request

OAuth_parameters

RCE_Parameters

Secrets_Request

SQLi_Parameters
SSTI_Parameters
Swagger_Request
Token_Parameters
URL_as_a_Value

UUID_Request
Weblogic_Request
XSS_Parameters

(SRR RN NI I IR R JJJJ I IR NN J < J<F<J<J<J<J<J<J<J<

Netsweeper_Request

Cisco_Request_Detected

Debug_Logic_Parameters
Firebase DB detected

OpenRedirect_SSRF_Parameters

RegisterUser_parameters
Secret-keywords-SecLists

Solarwinds_Orion_Request
Springboot_Requests

URL_Path_as_a Value
UserEnum_parameters



In this image you can see how an alert has been generated for the absence of a
pattern. In this case, a Set cookie is detected, without HTTPOnly attribute set.

Issues
Unencrypted communications
i Cookie without HttpOnly flag set

Advisory | Request Response]
Raw | Headers | Hex

1 HTTP/1l.1 301 Moved Permanently

2 Date: Tues, 0l Sep Z0Z0 13:ZZ2:13 GHNT

3 P3P: policyref="https://policies.yahoo.com/w3c/p3p.xml"”, CP="CAOD DSP COR
CUR ADM DEV TAI P5A P3D IVAiI IVDi CCNi TELo OTPi OUE DELi SAMi OTRi UNEi
FUEi IND PHY CNL UNI PUR FIN COM MNAV INT DEM CNT STA POL HEAL PRE LOC GOV"

4 Set-Coockie: BE=OraS05tfksiocSe&b=3&s=th; expires=Wed, 01-Sep-2Z021 13:22:13

GMT; path=/; domain=.yahoo.es; secure

Cache-Control: max-age=3£00, private

Location: http://es.yahoo.com/

Content-Length: O

¢ Content-Type: text/html; charset=UTF-8

'\ hge: O

Connection: close

Server: ATS

12 ¥-Frame-Options: DENY

3 X-Content-Type-Options: nosniff

Referrer-Policy: strict-origin-when-cross-origin

15 Content-Security-Policy: sandbox allow-scripts; default-sre 'self';: img-src

https:; style-src 'unsafe-inline'; script-src 'unsafe-inline'; report-uri

http://esp.yvahoo.com/beacon/csp?sre=redirect

o

In next image, you can see how it detects an SQL statement in The HTTP
Request. As you can see below, a "select" is detected followed by a "from"
followed by "where".

Issues
SQL statement in request parameter
1 TLS cookie without secure flag set
i Cookie scoped to parent domain
i Cookie without HttpOnly flag set
1 BurpBounty - XSS_Parameters

Advisory | Request TResponse ]

Raw | Params | Headers | Hex

4 heocept: */*
S hccept-Language: =s5-ES,es5:q=0.8,en-U3;q=0.5,en;q=0.3
¢ Accept-Encoding: gzip, deflate
7 Referer: https://es.yahoo.com/
© Content-Type: application/x-www-form-urlencoded; charset=UTF-8
S Content-Length: 3714
10 Qrigin: https://es.yahoo.com
DNT: 1
Connection: close
13 Cookie: B=essiveolfkrtd4n&h=3&s=4p; Al=
d=AQABBJvOTVECEIN-YHXuVELOIi5¥jQG-0AYoFEgQABAGEETIE4YOSZIRIUBSiMALACTL RNXEXus
—45£5=AQAAAreHScmtoO0KBET3WAQFaEyD;: ALlS=
d=AQABEJvOTVECEIN-TXuVELOTi5¥] OG-0 AYoFEgABAGESTI84YOSZLIUBS iMAAACT]1 BNXENUS
—4&3=AQAAAreHScuto0KSEUIWAQFaEv0&j=GDFE; EuConssnt=
CO5C44005C440A0ACEESAOCOAP AAH AACIQGYTE XS9ThIv]-_ 555 _tOeYILS &3v-wzjgeNs-8
HyZ ¥ L4XvINyvB34pq4FmB4kuibBAQAtHGne TOmQwI 1V TLeakZ Mg THEJTIEL 1sheldVGELvng
KT-ZKEZT0_sf_ 7 3 TT4GHKEMGp fAQTCWME M LUK TE IVx IVAOAC ihGFoOsNCRWUTEACPU
ACABAYgTwIgOVgox ZBARAAAR IEQAKAwIBEARATAAQAr OETACJAEFgEIGAQACoGhYARREKETIQZHE
TcogQFSLEQTzRglA; A3=
d=AQABBJvOTVECEIN-TXuVELOTi5X] QG- 0AYoFEgABAGESTI84YOSZLIUBS iMARACT]L ENXBXUS
—4&53=AQAAAreHScuto0KSEUIVAQFAEYD; GUC=AQABAQFLTZxgOE ImHWVE

15 q=
select320*s20froms20x%20wheres20a%20%3D%20" TWpLbSwdEw4r Op8iR% 2 BOHLo OO0 5k=r
ESduLFYEwIFELLMSZThalabhvSHTnms TfF3vaywPqPL ZHgZORIDCOSCZASIBEZREKrrEBhilVoly
TwePLsZZHUSeDEwBOSGwIwETSZF5e60% 2B5sWliDhlnoSPTgePDOCwTE0I 0P 45egEvRRsFs 1dv




3. Smart Scan

If you scan a request or a domain with Smart Scan, attacks will be launched
based on the enabled rules in the "Rules" section

The Smart Scan is a scanner that uses Burp Bounty Pro profiles to perform
automatic attacks simulating the attacks that you would perform manually in a
web application.

That is, if it detects an open redirect parameter, for example redirect_url, it will
launch open redirect attacks only for that parameter.

You can create a rule to launch the automatic WordPress attacks, only when it
has detected that the application you are analysing is a WordPress.

Dashboard Target Proxy

Site map Scope

Intruder

Issue definitions

Repeater

Sequencer

Decoder

Comparer Logger

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

g https://auss.mozilla.org

[a]

hitps://com.coreyd97.burpextenderutilities:63535
g https://content-signature-2.cdn.mozilla.net

g https://firefox-settings-attachments.cdn.mozilla.net
% https://firefox.settings.services.mozilla.com

g https://push.services.mozilla.com
..|htto:frtestoho.vulnweb.com |

» http://testphp.vulnweb.com/

Add to scope

Scan

Passively scan this host
Actively scan this host
Extensions
Engagement tools
Compare site maps
Expand branch

Expand requested items
Delete host

Copy URLs in this host
Copy links in this host

Save selected items

>

Burp Bounty Pro >

Contents
Host

hitp://testphp.vulnweb.c...
hitp://testphp.vulnweb.c...
hitp://testphpvulnweb.c..
hitp://testphp.vulnweb.c...
hitp://testphp.vulnweb.c..
hitp://testphp.vulnweb.c...
hitp://testphp.vulnweb.c...
hitp://testphpvulnweb.c..
hitp://testphp.vulnweb.c...
hitp://testphp.vulnweb.c...

Active Scan
Requ Passive Scan
~ Smart 5can

1 GE Scan Tags

Wing4; =x&4; rv:88.0)

Firefox/88.0
4 Accept:

Method

GET
GET
GET
GET
GET
GET
GET
POST
GET
GET

S W

URL
Jartists.php
Jartists.phprartist=1
Jeart.php
Jcategories.php
Jguestbookphp
Jistproducts.php?cat=1
Jlogin.php
/search.php?test=query
Juserinfo.php

;
!

ITTP/ 1.1
Z Host: testphp.vulnwebh.com
3 User-Agent: Mozilla/5.0 (Windows NT 10.0:

Gecko/20100101

text/html, application/xhtml+xml, applicatio
n/xml;gq=0.9, images/wehp, */ *;q=0.8

S Accept-Languags:

I .

L



The logic is simple:

1. You create a passive profile or several

2. You create an active profile or several

3. You create a rule, where you specify:

e If you detect that Passive Profiles have generated an alert
e Launches Active Profiles against the host that generated the alerts
e If successful, it will generate an automatic alert

Create a rule:

Rule

You can define the rule options.

Rule Name:

OpenRedirect_SSRF_Rule|

Comments:  This rule searches the request for typical parameters of Open redirect and SSRF vulnerabilties, and if it finds them, it executes the activ

Rule match

If you detect.
New | Enabled Operator
Remove | Oor
or
or
Rule execute
Then execute.
New | Enabled Type
Remove | Profile
Profile

Profile

Profile Type
Passive Request
Passive Request
Passive Request

OpenRedirect

OpenRedirect_SSRF_Collaborator
Openredirect_to_XSS

Profile Name
OpenRedirect_SSRF_Parameters
URL_as_a_Value
URL_Path_as_a_Value

Profile Name Scope
All Matches
All Matches
All Matches

| Cancel OK
H L ]
L]
Rules section
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Logger++ Burp Bounty Pro
Dashboard Scanner Rules Profiles Options About

Rules definition

In this section, conditions can be established for run some profiles, individually or tag based.

| Add | | Enabled Rule Name
( T Edt | Artica_Web_Proxy_Auth_bypass
—— Cisco_Rule
| Remove | Citrix_Rule
CouchDB_Admin_Exposure
Drupal_Rule
Firebase Database Rule
Fortinet_Fortigate
Jira_Rule
Kubemetes_Rule
LFI_Rule
MAGMI_Remote_Auth
Netsweeper_Codelnjection
OpenRedirect_SSRF_Rule
RCE_Rule
Solarwinds
SpringBoot_Rule
SaLi_Rule
SSTI_Rule
symfony_Rule
Traefik_Rule
Weblogic_Rule
Wordpress_Rule
XSS_Rule

Comment
Detects Artica Web Proxy portal and try to bypass authentication
Search for Citrix software and launch attacks
Search for Citrix software and launch attacks
Search for CouchDB endpoints and try to access sensitive information
This rule, try to detect Drupal and execute common vulnerabilities in this framework
This rule try to detect = firebaseio.com host and test to Open Firebase Database vulnerability
Try to detect Fortinet Panel and runs CVE-2018-13379
Search for Jira panels and try to exploit vulnerabilites
Try to detect K8S API and access unauth sensitive info
This rule searches the request for typical parameters of LFI| vulnerabilities, and if it finds them, it executes the
Search for MAGMI (Magento Mass Importer) Plugin and try to bypass authentication
Try to detect Netsweeper panel and run python code injection vulnerability
This rule searches the request for typical parameters of Open redirect and SSRF vulnerabilities, and if it find
This rule searches the request for typical parameters of RCE vulnerabilities, and if it finds them, it executes tt
This profile tries o search Solarwind orion page and login as default admin
Detects Springboot service and fry to access sensitive endpoints
This rule searches the request for typical parameters of SQLi vulnerabilities, and if it finds them, it executes t
This rule searches the request for typical parameters of SSTI vulnerabilities, and if it finds them, it executes t
Try to detect symfony website and access debug pages
Try to detect Traefik Panel and runs CVE-2020-15129
Search for Weblogic software and launch attacks
This rule, try to detect wordpress and execute common vulnerabilities in this framework
This rule searches the request for typical parameters of XSS vulnerabilities, and if it finds them, it executes th



4.Scan Tags

If you scan a request, several request or one entire domain with “Scan Tags-
>Some TAG”, the profiles that are tagged with "Some TAG" will be launched on
that request/requests. For example, if you scan with Scan Tags->XSS, the profiles
tagged with the XSS tag will be launched on the request/requests.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Logger++ Burp Bounty Pro
1o 2 %
Request Response

EVE \n  Actions v Pretty JZERM Rende \n  Actions v

1 POST /search.php?test=query HTTP/1.1

2 Host: testphp.vulnueb.com

5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; wé4; rv:88.0) Gecko/20100101 Firefox/88.0
4 Accept: text/hutml, application/xhtmltxwl, applicacion/xml; q=0.9, imags/wehp, */ *;q=0.8

S Accept-Language: es-ES,es;q=0.8,=n-US;q=0.5,en;q=0.3

¢ Accept-Encoding: gzip, deflate

Content-Type: application/x-www—form-url s
® Content-Length: 2& can
2 Origin: http://testphp.vulnweb.com Do passive scan

10 DNT: 1

11 Connsction: closs Do active scan
ferer: http://testphp.vulnvsh.com/logi
13 Upgrade-Insecure-Requests: 1

14 Send to Repeater Ctrl-R.
15 searchFor=aaa&goButton=go

Send to Intruder Cirl-l

Send to Sequencer
Send to Comparer

Send to Decoder

Request in browser >
Extensions > Burp Bounty Pro > Active Scan
Engagement tools > Passive Scan
Change request method Smart Scan
Change body encoding Scan Tags > Al
Copy URL CVEs
Copy as curl command Vulnerabilities
Copy to file RCE
Paste from file XS5
Save item HXE
Save entire history CORs
Paste URL as request CRLF
Add to site map Drupal
Convert selectio Wordpress
URL-encode as you type Directories_fuzzer
OpenRedirect

Co - Path_Traversal
Paste crl-v saLi
Message editor documentation SSRF

o Rurn Reneater documentation | ssTl

Right click and “Scan tags->XSS”

The profiles with the Tag “XSS” will be launched. For example, the “Test XSS
append” and “XSS" profiles.

Name: | Test_XSS_append Author: | @burpbounty
Request type | Original Request

Original Request Raw Request Response Issue Tags

Set Tags

You can define one or multiple tags for this profile.

New Tag LA
[[xss |

Remave [Vulnerabilies

Add All ~



Name: | XSS Author: | @burpbounty

Request type | Original Request

Original Request Raw Request Response Issue Tags

Set Tags
You can define one or multiple tags for this profile.

| NewTag \ A
Remove | Vierabiities

You can create new tags and create your own profiles groups for be launched to
a target.



5. Live Passive Scan

if you want to activate the live passive scanner by default, you can do it through
the "Options" tab with “Live Passive Scan” button.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Logger++ Burp Bounty Pro
Dashboard Scanner Rules Profiles Options About
Directery

In this section specify the base profiles and rules directory "BurpBountyData”

| Directory | | Ci\Users\wagiro\Dropbox\BurpBountyPro_Releases\2.0.0\BurpBountyDataBeta\,

| Reload |

Scanner Settings

In this section you can specify the scanner settings.
Smart Scan Threads:

Active Scan Threads:

Passive Scan Threads:
Endpoint scan fail time:

minutes

Delay between requests: milliseconds

IS Ii Ii Ii Ii Ii

Max Active concurrent scans:

Extension to avoid Active scan: | ipgJpeq.gif css.tif tiff, png, swi,tf,woff, woff2,ico, pdf svg js, bt ‘

Extension to avoid Passive scan: | ipg.peq.gif tif tiff png tf woff woff2,ico,svg ‘

Alternative Host for Burp Collaborator

You can enable live passive scanning, but this option consumes a lot of system resources:

i Only in-scope items
Live P ‘e Scan on

Tags Manager

In this section you can manage the tags.

| Add ‘ Tag Name
All

CVEs

RCE

| Remove |




4. Profiles

Active Profiles
Burp Bounty Pro gives you the ability to create your own vulnerability profiles to
the active scanner.

Step 1 (Required): The name and author of the profile are first set.

|£| Add MNew Active Profile x
Name: | Test Active Profile | Author | @burpbounty]

Request type | Original Request |

Original Request Raw Request Response Issue Tags
Payloads
You can define one or more payloads. Each payload of this section will be sent at each insertion point that you can defined.
| Load File | |
| Add | Enabled Value
| Paste |
| Remove |
| Clear |
Options
You can define the some options.
Payload position: | Replace Change HTTP Method: POST to GET
Insertion Point Type
all Llear ieleel EPETCIEESY YL i hdultinle Dath A

oK | | Cancel



Step 2 (Required): Here you can choose the request type:

e Original Request: The extension get the original request that is sended
to the scanner, extract insertion points, put the payloads in the selected
insertion points, makes the necessary modifications and sends it to the
server.

e Raw Request: You specify a new request, inheriting fields from the
original request.

|£| Add New Active Profile X
Name: | Test Active Profile Author: | @burpbounty

Request type | Original Request
Original Request

Original Request Raw Requpst Res. o —E Tags

Payloads

You can define one or more payloads. Each payload of this section will be sent at each insertion point that you can defined.

| LoadFile | |

Add Enabled Value
Paste
Remove

Clear

Options

You can define the some options.
Payload position: | Replace Change HTTP Method: POST to GET

Insertion Point Type

all Lear memasicdad Darn wenl vesln RAnltinmla Dath A arnn

oK || Cancel |



Step 2.1 (Required)- Original Request -> Payloads: It sets the payload or
payloads that will be sent in the selected request insertion points.

e You can add the Payload by click on the "add" button and modifying the
value, or by pasting it directly with the "Paste" button if you already have
it in the clipboard.

e You can also load a payloads file (one per line) with the "Load file" button.

|£| Add MNew Active Profile b
Name: | Test Active Profile | Author: | @burpbounty

Request type | Original Request |

Original Request Raw Request Response Issue Tags

Payloads
You can define one or more payloads. Each payload of this section will be sent at each insertion point that you can defined.
| Load File | |
| Add | Enabled Value
|' Paste | Payload 1
e — Payload 2

Remove Payload N
|| Clear |
Options
You can define the some options.

Payload position: | Replace Change HTTP Method: POST to GET
Insertion Point Type
All Llcar nrsandad Daram wonl vealo hdtinla Dath A

oK | | Cancel |



Step 2.2 (Required)- Original Request -> Payload Position:

The Payload position field is to specify where each of the payloads defined in the
profiles will be established. For example in a request:

GET /listproducts.php?cat=123456 HTTP/1.1
Host: testphp.vulnweb.com

Suppose that we have specified the Insertion point type is Param url value
(123456). If we have the *-alert(1)-' as a payload, the Payload position can be
the following:

Replace: the original value is replaced.

GET /listproducts.php?cat="-alert(1)-* HTTP/1.1
Host: testphp.vulnweb.com

Append: The value of the payload is added to the original value.

GET /listproducts.php?cat=123456"-alert(1)-* HTTP/1.1
Host: testphp.vulnweb.com

Insert: The value of the payload is inserted in the middle of the original value.

GET /listproducts.php?cat=123"-alert(1)-'456 HTTP/1.1
Host: testphp.vulnweb.com

|£] Add MNew Active Profile X
Name: | Test Active Profile Author: | @burpbounty
Request type | Original Request
Original Request Response |ssue Tags

Options

You can define the some options.

Payload position: = Replace Change HTTP Method:
Replace
Append Insertion Point Type
All Insert ser provided Param xml value Multiple Path discavery
Param body value Param cookie value Param xml name Single Path discovery |
Param body name Param cookie name Param xml attr value Url path folder
Param url value Param json value Param xml attr name Url path filename
Param url name Param json name Param multipart attr value Entire body xml
Entire body Entire body json Param multipart attr name Entire body multipart

HTTP Headers
Host Accept Accept Encoding Origin

User Agent Accept Language Content Type Referer

Mew HTTP Headers

Add New HTTP Header Name

oK Cancel



Step 2.3 (Optional)- Original Request -> Change HTTP Method:

e POST to GET: If this option is selected, when scanning a POST HTTP
request with this profile, it will first change the request method to GET
and then do the tests.

e GET to POST: If this option is selected, when scanning a GET HTTP
request with this profile, it will first change the request method to POST
and then do the tests.

e GET <-> POST: If this option is selected, when scanning a GET HTTP
request with this profile, it will first change the request method to POST
and then do the tests. On the other hand, when scanning a POST HTTP
request with this profile, it will first change the request method to GET
and then do the tests.

|£| Add MNew Active Profile *
Name: | Test Active Profile Author: | @burpbounty
Request type | Original Request
Original Request Response Issue Tags

Options

You can define the some options.

Payload position: | Replace Change HTTP Method: | POST to GET v
POST to GET
Insertion Point Type GET to POST
All User provided Param xml falue Multiple GET <-» POST
Param body value Param cookie value Param xml name Single Path discovery
Param body name Param cookie name Param xml attr value Url path folder
Param url value Param json value Param xml attr name Url path filename
Param url name Param json name Param multipart attr value Entire bady xml
Entire body Entire body json Param multipart attr name Entire body multipart
HTTP Headers
Host Accept Accept Encoding Qrigin
User Agent Accept Language Content Type Referer

New HTTP Headers

Add New HTTP Header Mame

oK Cancel



Step 2.4 (Required)- Original Request -> Insertion Point Type:
Here you can select the insertion points where you want the payloads to be sent.

The insertion points are the zones of the HTTP request where the specified
payload will be placed. For example in this HTTP request:

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101
Firefox/88.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

If the payload <script>alert (1)</script> is specified and the insertion point
"Param body value" is selected, the HTTP requests that Burp Bounty Pro will
make will be:

1. Change “test” value for the payload:

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101
Firefox/88.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=<script>alert (1)</script>&goButton=go

2. Change “go” value, for the payload:

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101
Firefox/88.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8



Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=<script>alert (1)</script>

Below you can see in detail each insertion point type.

|£| Add New Active Profile

Name: | Test Active Profile | Author: | @burpbounty

Request type | Original Request  ~ |

Original Request Raw Request Response Issue Tags

Options

You can define the some options.

Payload position: | Replace | Change HTTP Method:  POST to GET

Insertion Point Type

(v Al User provided Param xml value Multiple Path discovery
Param body value Param cookie value Param xml name Single Path discovery
Param body name Param cookie name Param xml attr value Url path folder

Param url value Param json value Param xml attr name Url path filename
Param url name Param json name Param multipart attr value Entire body xml

Entire body Entire body json Param multipart attr name Entire body multipart

HTTP Headers
Host Accept Accept Encoding QOrigin

User Agent Accept Language Content Type Referer

Mew HTTP Headers

|_ Add | MNew HTTP Header Mame
|' Paste | H-Forwarded-For
| X-Forwarded-Host
Remove
|. Clear |

OK | | Cancel




Param body value.

Param bo

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 23

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor= &goButton=

Param body name.

Param bod Yy name

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencpded

Content-Length: 23

Origin: hitp://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

=test& =go

Param URL value.

Param url value

POST /search.php?test= HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 23

Origin: hittp://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go




Param URL name.

Param url name

POST /search.php? =query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8

Accept-Language: es-ES5,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 23

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

Entire body.

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 23

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

User provided: Defined by the user in the Intruder tab.

User Provided (Intruder)

POST /search.php?test= HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go




Cookie value.

Cookie value

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1mage/webp,*/*;q=0.8

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=

Origin: hittp://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

Cookie name.

Cookie name

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 18.0; Win64; x64; rv:88.0) Gecko/20180101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: =test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

Param json value.

: Param json value

POST /test/showjson.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: application/json;charset=UTF-8, */*
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/json;charset=UTF-8
Content-Length: 51

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/index.php
Cookie: login=test/test

{"username":" " "emailTemplate”:" "}




Param json name.

: Param json name

POST /test/showjson.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: application/json;charset=UTF-8, */*

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/json;charset=UTF-8
Content-Length: 51

Origin: http://testphp.vulnweb.com
Connection: close

Referer: http://testphp.vulnweb.com/index.php
Cookie: login=test/test

- “:etest® " ":"temp.pl"}

Entire body json.

: Entire body json

POST /test/showjson.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: application/json;charset=UTF-8, */*
Accept-Language: es-ES,es;q=0.8,en-US;g=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/json;charset=UTF-8
Content-Length: 51

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/index.php
Cookie: login=test/test

Param XML value.

: Param XML value

POST /AJAX/showxml.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: */*

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

content-type: text/xml

Content-Length: 89

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/AJAX/1ndex.php
Cookie: login=test/test

<xml=<node name="nodenamel"= </node=<node name="nodename2"> </node></xml>




Param XML name.

: Param XML name

POST /AJAX/showxml.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: */*

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

content-type: text/xml

Content-Length: 89

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/AJAX/1ndex.php
Cookie: login=test/test

<xml=< name="nodenamel">nodetextl</node>< name="nodename2">nodetext2</node=</xml=

Param XML attr value.

ram XML attr value

POST /AJAX/showxml.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: */*

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

content-type: text/xml

Content-Length: 89

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/AJAX/1ndex.php
Cookie: login=test/test

<xml><node name=" "snodetextl</node><node name=" "snodetext2</node></xml>

Param XML attr name.

: Param XML attr name

POST /AJAX/showxml.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: */*

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

content-type: text/xml

Content-Length: 89

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/AJAX/index.php
Cookie: login=test/test

<xml=<node ="nodenamel"=nodetextl</node=<node ="nodename2">nodetext2</node=</xml=




Param multipart attr value.

: Param multipart attr value

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;g=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryl6fpl1lwWX42u5b4dL
Content-Length: 240

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

Cookie: login=test/test

—————— WebKitFormBoundaryl6fpl1wxX42uSb4dL
Content-Disposition: form-data; name="searchFor"

—————— WebK1tFormBoundaryl6fpl1wX42u5b4dL
Content-Disposition: form-data; name="goButton"

—————— WebKi1tFormBoundaryl6fpl1wWX42uSb4dL--

Param multipart attr name.

: Param multipart attr name

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20180101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;g=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryl&fpllwX42usb4dL
Content-Length: 240

Origin: hittp://testphp.vulnweb.com
Connection: close

Referer: http://testphp.vulnweb.com/
Cookie: login=test/test

—————— WebK1tFormBoundaryl6fpllwX42usb4dL
Content-Disposition: form-data; name="

test
—————— WebKi1tFormBoundaryl6fpl1wWX42uSb4dL
Content-Disposition: form-data; name="

go
—————— WebKitFormBoundaryl6fpl1wxX42uSb4dL--




Multiple Path discovery: These insertions point type are added to the requests
to discover hidden files and directories:

GET /dir1/dir2/file.php?param=value HTTP/1.1
Generate three new Insertion points:

1- GET {HERE} HTTP/1.1
2- GET /dirl{HERE} HTTP/1.1
3- GET /dir1/dir2{HERE} HTTP/1.1

Then, if you put in payload /.git/HEAD, the three new request are:

1- GET /.qgit/HEAD HTTP/1.1
2- GET /dir1/.git/HEAD HTTP/1.1
3- GET /dir1/dir2/.git/HEAD HTTP/1.1

without param=value.

Multiple Path discovery 1.

: Multiple Path discovery

POST HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Origin: http://testphp.vulnweb.com

DNT: 1

Connection: close

Referer: http://testphp.vulnweb.com/

Cookie: login=test%2Ftest

Upgrade-Insecure-Requests: 1

searchFor=test&goButton=go




Multiple Path discovery 2.

: Multiple Path disc

POST /testl HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 180.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Origin: http://testphp.vulnweb.com

DNT: 1

Connection: close

Referer: http://testphp.vulnweb.com/

Cookle: login=test%2Ftest
Upgrade-Insecure-Requests: 1

searchFor=test&goButton=go

Multiple Path discovery 3.

: Multiple Path discovery

POST /testl/test2 HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.® (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Origin: http://testphp.vulnweb.com

DNT: 1

Connection: close

Referer: http://testphp.vulnweb.com/

Cookie: login=test%2Ftest

Upgrade-Insecure-Requests: 1

searchFor=test&goButton=go




Single Path discovery.

Single Path discovery

POST HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

Url path folder.

Url path folder

POST / / /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

Url path filename.

Url path filename

POST /testl/test2/ ?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go




Entire body xml.

: Entire b

POST /AJAX/showxml.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: */*

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

content-type: text/xml

Content-Length: 89

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/AJAX/1ndex.php
Cookile: login=test/test

Entire body multipart.

: Entire b multipart

POST /search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.® (Windows NT 10.8; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryl&fpllwX42uSb4dL
Content-Length: 240

Origin: http://testphp.vulnweb.com

Connection: close
Referer: http://testphp.vulnweb.com/
Cookie: login=test/test




HTTP Headers: Host

POST /testl/test2/search.php?test=query HTTP/1.1

Host:

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.
Accept: text/html,application/xhtml+xml, application/xml;qg=0.9,1mage/webp,*/*;q=0.8

Accept-Language: es-ES,es;g=0.8,en-US;q=0.5,en;gq=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

HTTP Headers: User agent

User Agent

POST /testl/test2/search.php?test=query HTTP/1.1
Host: testphp.vulnweb.com

User-Agent:

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

HTTP Headers: Accept

POST /testl/test2/search.php?test=guery HTTP/1.1
Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.
Accept:

Accept-Language: es-ES,es;q=0.8,en-US;g=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go




HTTP Headers: Accept Language

Accept Language

POST /testl/test2/search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8

Accept-Language:

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

HTTP Headers: Accept Encoding

Accept Encoding

POST /testl/test2/search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding:

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

HTTP Headers: Content Type

Content Type

POST /testl/test2/search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type:

Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go




HTTP Headers: Origin

Origin

POST /testl/test2/search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8

Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 26

Cookie: login=test

Origin:

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go

HTTP Headers: Referer

Referer

POST /testl/test2/search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: es-E5,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: login=test

Origin: http://testphp.vulnweb.com

Connection: close

Referer:

searchFor=test&goButton=go

New HTTP Headers: X-Forwarded-For (or whichever that you specify)

X-Forwarded-For

POST /testl/test2/search.php?test=query HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1image/webp,*/*;q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: login=test

X-Forwarded-For:

Origin: http://testphp.vulnweb.com

Connection: close

Referer: http://testphp.vulnweb.com/

searchFor=test&goButton=go




Step 2.5 (Optional)- Original Request -> Match and Replace:

In this section you can replace values in the payload/request or you can insert
new fields in the HTTP request.

| £ Add Mew Active Profile x

Name: | Test Active Profie | Author: | @burpbounty

Request type | Original Request |

Original Request Raw Request Response Issue Tags

Match and Replace

These settings are used to automatically replace part of request when the active scanner run.

| Add | ltem Match Replace Type
Remove Request ¥-BURPBOUNTY-HEADER: email String
Payload {FILE} letc/passwd String

Payload Encoding

You can define the encoding of payloads. You can encode each payload multiple times.

| Remove |
[ w |

| Down |

| Add | | URL-encode key characters ~ |

URL-Encode these characters: |

| oK || cancel |

Step 2.6 (Optional)- Original Request -> Payload encoding:

In this section you can use one or more encodings that will be applied to the
payloads before being sent in the HTTP request. You can choose between:

e URL-encode key characters

e URL-encode all characters

e URL-encode all characters (Unicode)
e HTML-encode key characters

e HTML-encode all characters

e Base64-encode



|£| Add New Active Profile X

Name: |Tesl Active Profile | Author: @burpbounty
Request type | Original Request
Original Reguest Raw Request Response Issue Tags

Match and Replace

These settings are used to automatically replace part of request when the active scanner run.

| Add | Item Match Replace Type
|' Remove | Request X-BURPBOUNTY-HEADER: email String
| Payload {FILE} /etc/passwd String

Paylead Enceding

‘You can define the encoding of payloads. You can encode feach payload multiple times.

|. Remave | HTML-encode key characters

————— | URL-encode all characters

Lw |

|_ Down |

| Add | | URL-encode all characters ~ |

URL-Encode these characters: | & |

| oK H Cancel \

In this section, you can also encode in "URL encode" only the payload characters
that you choose:

|£| Add Mew Active Profile X
Name: | Test Active Profile | author | @purpbounty
Request ype
Original Request Raw Request Response Issue Tags

Match and Replace

These settings are used to automatically replace part of request when the active scanner run.

| Add | [tem Match Replace Type
|' Remove | Request X-BURPBOUNTY-HEADER: email String
— Payload {FILE} letc/passwd String

Payload Encoding

You can define the encoding of payloads. You can encode each payload multiple times.

| Remave |

|. Add | ‘ URL-encode all characters ~ |

URL-Encode these characters: | &# |

[ ok || Cancel



Step 3 (Required if you choose raw request option)- Raw Request:

Another new improvement of Burp Bounty Pro 2 is the possibility of sending Raw
requests inheriting attributes of the request that is being scanned.

This means that when a HTTP request or domain is scanned, this custom RAW
Request will be sent to the system that you are attacking.

| £ Add New Active Profile %

Name: | Test_Raw_Request Author: | @burpbounty
Request type | Raw Request

eques Raw Request Response Issue Tags
Raw Request

You can define entire raw request.

POST /search.php?test=secret HTTP/1.1
Host: {CURRENT_HOST}

User-Agent: {CURRENT_USER_AGENT}
Accept: textymml apphcation/xhtmi+xml,application/xml;,g=0.9,image/webp,*/*,q=0.8
Accept-Language: es-ES,es;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Origin: {CURRENT_HOST}

Connection: close

Referer: http://testphp.vulnweb.com/login.php

Upgrade-Insecure-Requests: 1

searchFor=admin&goButton=go

OK Cancel

You can insert these attributes wherever you want in the Raw Request. The
available attributes are:

{CURRENT_INSERTION_POINT_NAME} {CURRENT_PROTOCOL}
{CURRENT_INSERTION_POINT_VALUE} {CURRENT_USER_AGENT}

{CURRENT URL} {CURRENT REFERER}
{CURRENT_PORT} {CURRENT ORIGIN}
{CURRENT_PATH} {CURRENT_CONTENT_TYPE}
{CURRENT _HOST} {CURRENT ACCEPT}
{CURRENT_METHOD} {CURRENT ACCEPT_LANGUAGE}
{CURRENT_QUERY} {CURRENT_ACCEPT_ENCODING}

{CURRENT_FILE} {CURRENT_CONTENT_LENGTH}



Step 4 (Required)- Response->Match Type: In this section we must specify
how we will look for the pattern in the HTTP response.

e Simple string: Search for a simple string in the HTTP Response that you
specify in the "Grep" section.

| £ Edit Active Profile *
Name: | Test Active Profie ~ Author | @burpbounty

Request type | Original Request

original Request Raw Request Response Issue Tags

Match Type
You can define grep type.

O simple string Payload encode Content Length difference l:l Bytes

Regex Invariations HTTP response codes | |

Payload Variations Timeout between | | and | | Seconds
Attributes

status_code content_type tag_ids outbound_edge_count

input_image_labels outbound_edge_tag_names comments initial_body_content

non_hidden_form_input_types anchor_labels line_count content_location

page_title whole_body_content set_cookie_names limited_body_content

visible_text etag_header last_modified_header canonical_link

button_submit_labels visible_word_count first_header_tag css5_classes

div_ids content_length tag_names location

word_count header_tags input_submit_labels

Grep

You can define one or more greps. For each payload response, each grep will be searched with specific grep options.

|. Load File | |
|7| Enabled Operator Value
Add
e — Simple String searched in the response 1
| Paste | Or Simple String searched in the response 2
SR Or Simple String searched in the response N
| Clear |
Remove

[ ok | | Cancel |



e Regex: Search for a regular expression in the HTTP Response that you
specify in the "Grep" section.

|£| Edit Active Prafile s
MName: | Test Active Profile | Author: @burpbounty
Requesttype
Original Request Raw Request Response Issue Tags
Match Type

You can define grep type.

Simple string Payload encode Content Length difference |:| Bytes
Invariations HTTP response codes | |

Payload Variations Timeout between | |and | | Seconds
Aftributes

status_code content_type tag_ids outbound_edge_count
input_image_labels outbound_edge_tag_names comments initial_body_content
non_hidden_form_input_types anchor_labels line_count content_location
page_title whole_body_content set_cookie_names limited_body_content
visible_text etag_header last_modified_header canonical_link
button_submit_labels visible_word_count first_header_tag css_classes
div_ids content_length tag_names location
word_count header_tags input_submit_labels

Grep

You can define one or more greps. For each payload response, each grep will be searched with specific grep options.

|_ Load File | ‘

|7| Enabled Operator Value
Add . .

— Regular expression searched in the response 1

| Paste | Or Regular expression searched in the response 2

|C|7| Or Regular expression searched in the response N

ear
| Remove |

[ ok | | Cancel |



e Payload: Search for a Payload (that have been specified in the Original
Request->Payloads section) in the HTTP response.

) Edit Active Profile *
[£]

Name: | Test Active Profile | Author: | @burpbounty

Request type | Original Request |

Original Request Raw Request Response Issue Tags
Payloads
You can define one or more payloads. Each payload of this section will be sent at each insertion point that you can defined.
| Load File | |
| Add | Enabled Value
|' Paste | Payload 1
p— Payload 2
| Remove | Payload N
| Clear |
|£| Edit Active Profile X
Name: | Test Active Profile | Author  @burpbounty
Request type | Original Request
Original Request Raw Request Response Issue Tags
Match Type

You can define grep type.

Simple string payload encode (_) Content Length difference l:l Bytes

Regex Invariations HTTP response codes | |

O Payload Variations Timeout between | |and | ‘ Seconds




Payload encode: If you have encoded the payload with the original
request functionalities, here you look for the value of the payload before
it's encoded, in the HTTP response. In this case you look for “Payload

1...Payload N” in the HTTP Response.

|£| Edit Active Profile

Name: |TeslAclive Profile | Author: |@burpbounty

Request type | Original Request |

Original Reguest Raw Request Response |ssue Tags
Payloads
You can define one or more payloads. Each payload of this section will be sent at each insertion point that you can defined.
|. Load File | |
|_ Add | Enabled Value
|' Paste | Payload 1
J— Payload 2
Remove Payload M
| Clear |
| £ Edit Active Profile X
Name: | Test Active Profile | Autnor: | @burpoounty
Request type | Original Request |
Original Request Raw Request Response Issue Tags
New HTTP Headers
‘_ Add | MNew HTTP Header Name
| paste |
‘: Remave |
‘: Clear |
Match and Replace
These settings are used to automatically replace part of request when the active scanner run.
|_ Add | Item Match Replace Type
| Remove |
Payload Encoding
ou can define the encoding of payloads. You can encodeeach payload multiple times.
| Remove | URL-encode key characters
| URL-encode all characters
v |
| Down |
Add | URL-encode all characters ~ |
URL-Encode these characters; | 8% |
oK | | Cancel




|£| Edit Active Profile X
Name: | Test Active Profile ‘ Author: @burpbounty
Request type | Original Request |
Original Request Raw Reques Response Issue Tags
Match Type
You can define grep type.
Simple string ayload encode Content Length difference |:| Bytes
Regex Invariations HTTP response codes | |
Payload Variations Timeout between | |and | | Seconds

o Invariations: This option looks for the NO difference in the attributes
marked in the "Attributes" section between the response of the original
HTTP request and the responses of the HTTP requests modified with the

payloads.

|£| Edit Active Profile *
Mame: | Test Active Profile | Author: | @burpbounty
Request type | Original Request |
Original Request Raw Request Response Issue Tags
Match Type
You can define grep type.
Simple string Payload encode Content Length difference l:l Bytes
Regex HTTP response codes | |
Payload Variations Timeout between | |and | | Seconds

status_code
input_image_labels
non_hidden_form_input_types
page_title

visible_text
button_submit_labels

div_ids

word_count

Attributes
content_type
outbound_edge_tag_names
anchor_labels
whole_body_content
etag_header
visible_word_count
content_length

header_tags

tag_ids

comments

line_count
set_cookie_names
last_modified_header
first_header_tag
tag_names

input_submit_labels

outbound_edge_count
initial_body_content
content_location
limited_body_content
canonical_link
css_classes

location




e Variations: This option looks for the difference in the attributes marked
in the "Attributes" section between the response of the original HTTP
request and the responses of the requests modified with the payloads.

| £ Edit Active Profile X
Name: ‘ Test Active Profile | Author: @burpbounty

Request type | Original Request |

Original Request Raw Request Response Issue Tags

Match Type

You can define grep type.
Simple string Payload encode Content Length difference l:l Bytes
Regex Invariations HTTP response codes | |
Payload Timeout between | |and | | Seconds

Attributes

status_code content_type tag_ids outbound_edge_count
input_image_labels outbound_edge_tag_names comments initial_body_content
non_hidden_form_input_types anchor_labels line_count content_location
page_title whole_body_content set_cookie_names limited_body_content
visible_text etag_header last_modified_header canonical_link
button_submit_labels visible_word_count first_header_tag css_classes
div_ids content_length tag_names location
word_count header _tags input_submit_labels

e Content length difference: This option finds the difference between
the content length (in bytes) of the response of the original HTTP request
and the responses of the requests modified with the payloads.

|£| Edit Active Profile x
MName: | Test Active Profile | Author: @burpbounty

Request type | Original Request |

Criginal Request Raw Request Response Issue Tags

Match Type
You can define grep type.

Simple string Payload encode WO Content Length difference | 2000 Bytes

Regex Invariations HTTP response codes | |

Payload Variations Timeout between | |and | | Seconds




e HTTP Response codes: This option looks for the HTTP response codes.
The following example will search for:

o HTTP 200 OK
o HTTP 403 Forbidden
o HTTP 302 Found

|£| Edit Active Profile *
Name: | Test Active Proﬂle| Author: @burpbounty

Request type | Original Request |

Criginal Request Raw Request Response Issue Tags

Match Type
You can define grep type.

Simple string Payload encode Content Length difference Bytes
Regex Invariations © HTTP response codes | 200,403,302 |
Payload Variations Timeout between | |and | Seconds

o Timeout between: This option searches in the HTTP responses for a
time delay in seconds in a range that can be specified. The following

example looks for a HTTP response to take between 15 seconds and 25
seconds to respond.

| £ Edit Active Profile *
Name: | Test Active Profile Author: | @burpbounty

Request type | Original Request ~

Criginal Request Raw Request Response Issue Tags

Match Type
You can define grep type.

Simple string Payload encode Content Length difference |:| Bytes
Regex Invariations HTTP response codes
Payload Variations © Timeout between 15 and | 25 Seconds




Step 5 (Required if you choose Simple string or Regex match type)-
Response->Grep: In this section we must specify what we will look for in the
HTTP response.

Simple String: What "Simple string” we will look for in the response. In this
case we will look for three simple strings, “Simple String searched in the response
1”, "Simple String searched in the response 2", “Simple String searched in the
response N”.

|| Edit Active Profile *
Name: | Test Active Profile ‘ Author: @burpbounty

Request type | Original Request |

Original Request Raw Request Response Issue Tags

Match Type
You can define grep type.

O simple string Payload encode Content Length difference |:| Bytes

Regex Invariations HTTP response codes | |

Payload Variations Timeout between | |and | | Seconds
Attributes

status_code content_type tag_ids outbound_edge_co

input_image_labels outbound_edge_tag_names comments initial_body_conte

non_hidden_form_input_types anchor_labels line_count content_location

ontent se

page_title whole

e_names limited_body_ce

visible_text etag_header last_modified_header canonical_link
button_submit_labels visible_word_count first_header_tag css_classes
div_ids content_length tag_names location
vord_count header_tags input_submit_labels

Grep

You can define one or more greps. For each payload response, each grep will be searched with specific grep options.

| Load File | |
|7| Enabled Operator Value
Add . . .

_ Simple String searched in the response 1

| Paste | Or Simple String searched in the response 2
|07| Or Simple String searched in the response N

ear
Remove

QK | | Cancel



Regex: What regular expression we will look for in the response. In this case we
will look for three regular expressions, “Regular expression searched in the
response 1”, “Regular expression searched in the response 2", “Regular
expression searched in the response N”.

|£| Edit Active Profile X
MName: | Test Active Profile | Author: @burpbounty

Request type | Original Request

Original Request Raw Request Response Issue Tags

Match Type
You can define grep type.

Simple string Payload encode Content Length difference |:| Bytes
Invariations HTTP response codes | |

Payload Variations Timeout between | |and | | Seconds
Attributes

status_code content_type tag_ids outbound_edge_count
input_image_labels outbound_edge_tag_names comments initial_body_content
non_hidden_form_input_types anchor_labels line_count content_location
page_title whole_body_content set_cookie_names limited_body_content
visible_text etag_header last_modified_header canonical_link
button_submit_labels visible_word_count first_header_tag css_classes
div_ids content_length tag_names location
word_count header_tags input_submit_labels

Grep

You can define one or more greps. For each payload response, each grep will be searched with specific grep options.

|_ Load File | ‘

|- | Enabled Operator Value
Add . .

' ' Regular expression searched in the response 1

| Paste | Or Regular expression searched in the response 2

|- a | Or Regular expression searched in the response N

ear
| Remove |

[ ok | | Cancel |



Step 6 (Optional)- Response->Grep Options: In this section you can specify
more options to create more accurate profiles and obtain fewer false positives.
This options only are disponible for the Match types:

Simple string
Regex

Payload
Payload Encode

Each of the options will be detailed below:

Negative match: It will show you the alert, if the pattern you have set
is not present in the HTTP response.

Case sensitive: The pattern will be searched in the HTTP response
considering that it's case sensitive.

Exclude HTTP headers: The pattern will NOT be searched in the HTTP
headers. (Only in the body of the HTTP response)

Only in HTTP header: The pattern will ONLY be searched in the HTTP
headers.

Content type: The pattern will only be searched in the HTTP response if
the content type of the HTTP response is equal to the "content type" field.
You can specify multiple content types separated by commas. You can
also specify that ONLY look for the pattern in the HTTP response if the
content type is NOT equal to this field, marking the "negative match"
checkbox.

Status code: The pattern will only be searched in the HTTP response if
the Status code of the HTTP response is equal to the "status code" field.
You can specify multiple status code separated by commas. You can also
specify that ONLY look for the pattern in the HTTP response if the status
code is NOT equal to this field, marking the "negative match" checkbox.

URL Extension: It will only search for patterns if the extension of the
URL to which the request is made, matches the extension or extensions
specified in this field (for example, php or jsp, etc) or if it doesn't match
(negative match checkbox)



|£| Edit Active Profile

Name: | Test Active Profie | Autnor: | @burpbounty

Request type

Original Request Raw Request Response Issue Tags

Grep Options

These settings can be used to specify grep options of your profile.

[ Megative match
|| case sensitive
|| Exclude HTTP headers

Only in HTTP headers

Content type | text/html text/plain | [ Negative match
Status code | 404 | Megative match
|| URL Extension | | || Negative match

Redirections

You can define how your profile handles redirections.

Follow redirections: () MNever
© oOn-site only
I In-scope only

) Always

Max redirections:

oK | | Cancel




Step 7 (Optional)- Response->Redirections: In this section you can specify
the redirection options. This options only are disponible for the Match types:

e Simple string

e Regex

e Payload

e Payload Encode

Each of the options will be detailed below:

¢ Never: As the name suggests, no redirect will be followed.

e On-site only: It will only follow the redirects that lead to the same site
of origin.

e In-scope only: It will only follow redirects that lead to a domain that is
in scope.

e Always: As the name suggests, it will follow all redirects.

Max redirections: In this field the maximum number of redirects that will follow
is indicated.

| £ Edit Active Profile X

Name: | Test Active Proﬂle| Author: | @burpbounty
Request type | Original Request

Original Request Response Issue Tags
Grep Options

These settings can be used to specify grep options of your profile.

Negative match
Case sensitive
Exclude HTTP headers

Only in HTTP headers

Content type Megative match
Status code MNegative match
URL Extension MNegative match

Redirections

You can define how your profile handles redirections.

Follow redirections: Mever
© On-site only
In-scope only
Always
Max redirections: 2o

OK Cancel



Step 8 (Required)- Issue: It specifies the name that will appear in the alert
and the criticality of that alert.

It's necessary for the issue to appear, give it a “Issue Name” and complete the
two fields, both the “severity” and the “confidence”. The issue descriptions are
optional.

If you check the option "Don't show this issue alert" the alert will not be shown
in the dashboard, it will only be used for the Smart Scan.

|| Edit Active Profile *

Name: | Test Active Profile | Autnor: | @burpbounty

Request type | Original Request |

Original Request Raw Request Response Issue Tags

Issue Properties

You can define the issue properties.

Issue Mame: | Test Active Profile | Don't show this issue alert
Severity: © High Confidence: ) Certain
Medium Firm
Low Tentative
Information




Step 9 (Optional): A tag is created and assigned to the profile. These tags can

be used to launch the "Scan Tags" scanner.

|£| Edit Active Profile X
Name: | Test Active Profile ‘ Author: | @burpbounty
Request type \ Original Request |
Qriginal Request Raw Request Response Issue Tags
Set Tags
You can define one or multiple tags for this profile.
| New Tag \ All
EE— X558
| Remove ‘
Add XS5
All
CVEs o
RCE
X85
XXE
CORS
CRLF
Drupal
Wordpress
OpenRedirect
Path_Traversal
sqLi
SSRF
SSTI
Vulnerabilities oK | ‘ Cancel
Request
Pretty IGELM Hex \n =
1 POST /search.php?test=cuery HTTF/1l.1
Host: testphp.wvulnweb.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =E4; rv:88.0) Gecko/20100101 Firefox/83.0
Accept: text/html,application/xhtml+xml, application/xml:gq=0.9, images/webp, */ *:q=0.8
5 Accept-Language: =s-E5,es;q Scan
& Accept-Encoding: gzip, defl
7 Content-Type: application/zx| Do passive scan
% Content-Length: 23 :
Origin: http://testphp.vuln Do active scan
DNT: L send to Intruder ctrl-l
Connection: close
Referer: http://testphp.vul Send to Repeater Ctrl-R
U de-T 3 —Fr ts:
Pgracde nsecures equests Send to Sequencer
searchFor=asgoButton=go Send to Comparer
Send to Decoder
Request in browser >
Extensions > Burp Bounty Pro > Active Scan
Engagement tools > Passive Scan
Change request method Sroart Sean
Change body encoding Scan Tags > All
Copy URL CVEs
Copy as curl command Vulnerabilities
Copy to file RCE
Paste from file X85
Save item KXE
Save entire history CORS
Paste URL as request CRLF
Add to site map Drupal
Convert selection Wordpress
URL-encode as you type Directories_fuzzer
Cut Ctrl-x Nginx
Cop Ctrl-C OpenRedirect
Paste ctrl-v Path_Traversal

Message editor documentation

Burp Repeater documentation

sqaLi
SSRF
SSTI

Cache-posining

ANeD (T




Passive Request Profiles

Burp Bounty Pro gives you the ability to create your own vulnerability profiles to

the passive scanner.

e Passive Request Scanner: Look for strings/regex (or the absence of them)

in HTTP requests.

Next let’s see how passive request profiles are created to look for something (or

the absence of it) in the HTTP request.

Step 1 (Required): The name and author of the profile are first set.

| £:| Add New Passive Request Profile *
Name: | Test Profile Passive Request | Author: | @burpbounty
Request lssue Tags
Grep
You can define one or more greps.
| Load File | |
| Add | | Enabled Operator Insertion point type Grep value Scan ast
| Paste | Param name
|' Clear | Param value
| Remove |
Match Type: Simple string
Regex

Grep Options

These settings can be used to specify grep options of your profile.
Negative match
Case sensitive

URL Extension

Negative match

oK | | Cancel |



Step 2 (Required): Specifies the pattern or patterns to search in the request.

e You can add the pattern by click on the "add" button and modifying the
value, or by pasting it directly with the "Paste" button if you already have
it in the clipboard.

e You can also load a patterns file (one per line) with the "Load file" button.

|22 Add Mew Passive Request Profile Pas

MName: | Test Profile Passive Request Author: ‘ @burpbounty

Request Issue Tags
Grep
You can define one or more greps.
| Load File | |
|_ Add | Enabled Operator Insertion point type Grep value Scan as:
|' Paste | All parameters name pattern 1 Param name
— Or All parameters value pattern 2 . |

"aram value

|_ Clear | Cr Param body name pattern 3

Remove

Match Type: Simple string
Regex

Grep Options
These settings can be used to specify grep options of your profile.

Negative match

Case sensitive

URL Extension | MNegative match

oK || Cancel |



In this section you can choose in which insertion point you want to search for the
pattern.

|| Add New Passive Request Profile b

Name: | Test Profile Passive Reguest Author: @burpbounty

Request Issue Tags

Grep

You can define one or more greps.

| Load File | |

| Add | Enabled Operatpr Insertion point type Grep value Scan as:

| Paste | All parameters name | pattern 1 Param name

— Or All request pattem 2 )

| clear | 0 ttem 3 Param value
r All parameters name pattern

| Remove | All parameters value

All HTTP headers value
Url path folder

Url path filename
Param url name
Param url value

Match Type: ) Fin Param body name

Lol Param body value
Param cookie name
. Param cookie value
Grep Options

X i Param json name
These settings can be used to specify

[la]

Param json value

Negative match Param xml name

Case sensitive

URL Extension | Megative match

| ok H Cancel |

At the same time, the logical AND operator can be used when searching for a
value. This allows us to further refine the profile and avoid false positives.

|£:) Add New Passive Request Profile b4

Name: | Test Profile Passive Request Author: ‘ @burpbounty ‘

Request Issue Tags

Grep

You can define one or mare greps.

‘ Load File | ‘

‘ Add | Enableq Operator Insertion point type Grep value Scan as:

‘ Paste | Il parameters name pattern 1 Param name

— Or | All parameters value pattern 2 0 |
aram value

| Clear | or aram body name pattern 3

‘ Remove | And

Match Type: @ Simple string

Regex

Grep Options

These settings can be used to specify grep options of your profile.

MNegative match

Case sensitive

URL Extension | Negative match

OK | ‘ Cancel



Step 3 (Optional): The passive request profile can be used for the Smart Scan.
Two types of options:

¢ Param name: the insertion point type name will be scanned with the
active profiles selected in a rule.

e Param value: the insertion point type value will be scanned with the
active profiles selected in a rule.

| £ Add New Passive Request Profile x

Name: | Test Profile Passive Request Author: | @burpbounty

Request Issue Tags

Grep

You can define one or more greps.

| LoadFile | | |

| Add | | Enabled Operator Insertion point type Grep value Scan as:

[ Paste | | All parameters name V|pattem 1 Param name

— Or All parameters value pattern 2 o* |
aram value

[ Clear | Or Param body name pattern 3

| Remave |

Match Type: ) Simple string

Regex

Grep Options

These settings can be used to specify grep options of your profile.

Negative match

Case sensitive

URL Extension | Megative match

| QK || cancel |

Note, that this step is not necessary if you only want to look for a pattern in the
request and that it shows you an alert.



Step 4 (Required): Specifies which type of pattern to search in the insertion
point.

» Simple string

» Regular expression

In this section you specify, if in the insertion point you want to search for a simple
string or a regular expression.

|| Add New Passive Request Profile b

MName: | Test Profile Passive Request Author: @burpbounty

Request Issue Tags

Grep

You can define one or more greps.

|. Load File | |

| Add | Enabled Operator Insertion point type Grep value Scan as:

| paste | All parameters name pattern 1 Param name

J— Or All parameters value pattern 2 0 |
aram value

| Clear | Or Param body name pattern 3

| Remove |

Match Type: Q) Simple string

Regex

Grep Options

These seftings can be used to specify grep options of your profile.

Megative match

Case sensitive

URL Extension | MNegative match

oK | | Cancel |



Step 5 (Optional): Grep options are specified.

¢ Negative match: It will show you the alert, if the pattern you have set
is not present in the insertion point that you have chosen.

e Case sensitive: The pattern will be searched in the insertion point
considering that it's case sensitive.

¢ URL Extension: It will only search for patterns if the extension of the
URL to which the request is made, matches the extension or extensions
specified in this field (for example, php or jsp, etc) or if it doesn’t match
(negative match checkbox)

| £ Add Mew Passive Request Profile X

MName: | Test Profile Passive Request Author: @burpbounty

Request Issue Tags

Grep

You can define one or more greps.

| LoadFile | |
| Add | Enabled Operator Insertion point type Grep value Scan as:
| Paste | All parameters name pattern 1
Or All parameters value pattern 2
| Clear | Or Param body name pattern 3
| Remove |

Match Type: (O Simple string

Regex

Grep Options

These settings can be used to specify grep options of your profile.

Megative match

Case sensitive

URL Extension | Megative match

oK || cancel |



Step 6 (Required): It specifies the name that will appear in the alert and the
criticality of that alert.

It's necessary for the issue to appear, give it a “Issue Name” and complete the
two fields, both the “severity” and the “confidence”. The issue descriptions are
optional.

|£:| Add New Passive Request Profile X
Name: | Test Profile Passive Request Author: | @burpbounty
Request Issue Tags
Issue Properties
You can define the issue properties.
Issue Name: | Test Profile Passive Request | Don't show this issue alert
Severity: High Confidence: ) Certain
Medium Firm
O Low Tentative

Information

Issue Detail

You can define the issue details.

Description:

Issue Background

You can define the issue background.

Description:

oK | | Cancel



Step 7 (Optional): A tag is created and assigned to the profile. This is useful
for better organization of profiles.

|£| Add Mew Passive Request Profile

Mame: | Test Profile Passive Request Author: | @burpbounty

Request Issue Tags

Set Tags
You can define one or multiple tags for this profile.

| New Tag | XS5
|R:| Vulnerabilities
emove

Add Vulnerabilities




Passive Response Profiles

Burp Bounty Pro gives you the ability to create your own vulnerability profiles to
the passive scanner.

e Passive Response Scanner: Look for strings/regex (or the absence of
them) in HTTP response

Next let's see how passive response profiles are created to look for something
(or the absence of it) in the HTTP response.

Step 1 (Required): The name and author of the profile are first set.

| Add Mew Passive Response Profile X
p

Name: |Test Passive Response Profile | Author: | @burpbounty]

Response Issue Tags

Grep

You can define one or more greps.

| LoadFile | |
| Add | Enabled  Operator Value
|. Paste |
| Clear |
| Remove |
Match Type: Simple string Show issue: Only once per domain
Regex All times in a domain

Grep Options

These settings can be used to specify grep options of your profile.

Negative match
Case sensitive

Exclude HTTP headers

L L -

oK | | Cancel |



Step 2 (Required): It specifies the pattern or patterns to look for in the HTTP
response.

e You can add the pattern by click on the "add" button and modifying the
value, or by pasting it directly with the "Paste" button if you already have
it in the clipboard.

e You can also load a patterns file (one per line) with the "Load file" button.

¢ At the same time, the logical AND operator can be used when searching
for a value. This allows us to further refine the profile and avoid false
positives.

|£:| Add Mew Passive Response Profile X

MName: | Test Passive Response Profile Author: @burpbounty

Response Issue Tags

Grep

You can define one or more greps.

| LoadFile | |

| Add | Enabled  Operator Value

[ paste | pattern 1

— Or pattern 2

|  Clear | Or pattern 3

Remove
Match Type: Simple string Show issue: Only once per domain
Regex All times in a domain

Grep Options

These settings can be used to specify grep options of your profile.

MNegative match
Case sensitive

Exclude HTTP headers

-

| ok || cancel |



Step 3 (Required): Specifies which type of pattern to search in the response.
* Simple string

» Regular expression

In this section you specify, if in the insertion point you want to search for a
simple string or a regular expression.

| Add Mew Passive Response Profile X
P

Mame: | Test Passive Response Profile Author: | @burpbounty

Response Issue Tags

Grep

You can define one or more greps.

| Load File | |
|_ Add | Enabled  Operator Value
|' Paste | pattern 1
; ' Or pattern 2
|_ Clear | Or pattern 3
|. Remove |
Match Type: ) Simple string Show issue: COnly once per domain
Regex All times in a domain

Grep Options

These settings can be used to specify grep options of your profile.

MNegative match
Case sensitive

Exclude HTTP headers

L L -

oK | | Cancel



Step 4 (Optional): Specify how many times this issue will be displayed for one
domain.

« Only once per domain: Only once time for all HTTP responses in one
domain.

« All times in a domain: Every time that the pattern is detected in the
domain HTTP responses.

|£2| Add New Passive Response Profile X

Name: | Test Passive Response Profile Author: | @burpbounty

Response Issue Tags

Grep

You can define one or more greps.

| LoadFile | |
| Add | Enabled  Operator Value
| Paste | pattern 1
— or pattern 2
| Clear | or pattern 3
| Remove |
Match Type: @) Simple string Show issue: COnly once per domain
Regex © 4ll times in a domain

Grep Options

These settings can be used to specify grep options of your profile.

MNegative match
Case sensitive

Exclude HTTP headers

LT -

oK || Cancel |



Step 5 (Optional): Grep options are specified.

|£:| Add New Passive Response Profile

Name: | Test Passive Response Profile Author: | @burpbounty

Response Issue Tags

Paste pattern 1

Or pattern 2
Clear or pattern 3
Remave
Match Type: @ Simple string Show issue: Only once per domain
Regex O alltimes in a domain

Grep Options

These settings can be used to specify grep options of your profile,

Negative match

Case sensitive
Exclude HTTP headers

Cnly in HTTP headers
Content type | text/plain, application/json
Status code 200,302

URL Extension |

Megative match
MNegative match

MNegative match

oK Cancel

Negative match: It will show you the alert, if the pattern you have set
is not present in the HTTP response.

Case sensitive: The pattern will be searched in the HTTP response
considering that it's case sensitive.

Exclude HTTP headers: The pattern will NOT be searched in the HTTP
headers. (Only in the body of the HTTP response)

Only in HTTP header: The pattern will ONLY be searched in the HTTP
headers.

Content type: The pattern will only be searched in the HTTP response if
the content type of the HTTP response is equal to the "content type" field.
You can specify multiple content types separated by commas. You can
also specify that ONLY look for the pattern in the HTTP response if the
content type is NOT equal to this field, marking the "negative match"
checkbox.



Status code: The pattern will only be searched in the HTTP response if
the Status code of the HTTP response is equal to the "status code" field.
You can specify multiple status code separated by commas. You can also
specify that ONLY look for the pattern in the HTTP response if the status
code is NOT equal to this field, marking the "negative match" checkbox.

URL Extension: It will only search for patterns if the extension of the
URL to which the request is made, matches the extension or extensions
specified in this field (for example, php or jsp, etc) or if it doesn’t match
(negative match checkbox)



Step 6 (Optional): Redirection options are specified. You can choose between
the following options:

¢ Never: As the name suggests, no redirect will be followed.
e On-site only: It will only follow the redirects that lead to the same site

of origin.
e In-scope only: It will only follow redirects that lead to a domain that is

in scope.
e Always: As the name suggests, it will follow all redirects.

Max redirections: In this field the maximum number of redirects that will follow
is indicated.

| £:| Add New Passive Response Profile >
Name: | Test Passive Response Profile Author: | @burpbounty
Response Issue Tags
REYEX O AT TTES T OoTEin

Grep Options

These settings can be used to specify grep options of your profile.

Megative match
Case sensitive
Exclude HTTP headers

Only in HTTP headers

Content type | text/plain, application/json | MNegative match
Status code | 200,302 | MNegative match
URL Extension MNegative match

Redirections

You can define how your profile handles redirections.

Follow redirections: Never
© On-site only
In-scope only
Always
Max redirections: | 3o |

| ok || Cancel |



Step 7 (Required): It specifies the name that will appear in the alert and the
criticality of that alert.

It's necessary for the issue to appear, give it a “Issue Name” and complete the
two fields, both the “severity” and the “confidence”. The issue descriptions are
optional.

If you check the option "Don't show this issue alert" the alert will not be shown
in the dashboard, it will only be used for the Smart Scan.

| Add Mew Passive Response Profile X
P

Name: | Test Passive Response Profile Author: | @burpbounty

Response Issue Tags

Issue Properties

You can define the issue properties.

Issue Name: | Test Passive Response Profile | Don't show this issue alert

Severity: High Confidence: Certain
© Medium O Firm
Low Tentative

Information

Issue Detail

You can define the issue details.

Description:

Issue Background

You can define the issue background.

Description:

oK | | Cancel |



Step 8 (Optional): A tag is created and assigned to the profile. This is useful
for better organization of profiles.

|£| Add Mew Passive Response Profile

Name: | Test Passive Response Profile Author: | @burpbounty

Response Issue Tags

Set Tags
You can define one or multiple tags for this profile.

| MNew Tag | OpenRedirect

| Remove |

Add OpenRedirect




5. Rules

Step 1 (Required): The name of the rule is specified. The Comments field is
optional.

Rules x

Rule

You can define the rule options.

Rule Mame: Test Rule

Comments: | Description

Rule match
If you detect.

|_ New | Enabled Operator Profile Type Profile Name

| Remove |

Rule execute

Then execute.

|_ New | Enabled Type Profile Name Scope

| Remove |

QK | | Cancel




Step 2 (Required): You specify the passive profile(s) you want to be detected

before launching the attacks.

e Enabled: Here you can enable or disable the profile in the rule.
e Operator: You can choose between “And” or “Or” logical operator.

e Profile type: You can choose between “Passive Request” and “Passive

Response” profiles type.

e Profile Name: You can choose the passive profile that you want to be
detected before launching the attacks.

Rules

Rule

You can define the rule options.

Rule Mame: Test Rule

Comments: | pDescription
Rule match
If you detect.
| Mew | Enabled Operator Profile Type Profile Mame
[ Remove | Passive Request RCE_Parameters
— And Passive Request Action_parameters R

Rule execute

Then execute.

| MNew | Enabled Type

| Remove |

Action_parameters
Api_path
Artica_Web_Request
Cisco_Request_Detected
CouchDB_Request
Debug_Logic_Parameters
Firebase DB detected
Fortinet_Request
GraphQL_Endpaint
IDOR_parameters
lira_Request
Key_Parameters
LFI_RFI_Parameters
MAGMI_Request
Metsweeper_Request




Step 5 (Required): You specify the active profile(s) that you want to be
launched against the domain that has generated the passive alerts.

In “Type” column you can choose whether you want a profile to be launched or

all the profiles that contain a Tag.
Rules

Rule

You can define the rule options.

Rule Mame: Test Rule

Comments: | Description
Rule match
If you detect.
| Mew | Enabled Operator Profile Type Profile Mame
[ Remove | Passive Request RCE_Parameters
— And Passive Response  AccessToken

Rule execute

Then execute.

| Mew | Enabled Type Profile Mame
|W| Profile Blind RCE_Linux
— Profile RCE_Linux

Profile PHP_RCE

PathTraversal_Linux

PathTraversal_Windows
Path_Traversal_Spring_Cloud_CVE-2020-5410
PHP_RCE

Pulse_Secure_CVE-2019-11510

RCE_Linux

RCE_Windows

Ruby on Rails CVE-2019-5418 - WAF bypass
Ruby on Rails CVE-2019-5418
Solarwinds_default_admin

Source_code

Spring Boot Actuators
Spring_Cloud_Metflix_SSRF-CVE-2020-5412
Spring_Cloud_Path_Traversal_CVE-2019-373%
Spring_MVC_Path_Traversal_CVE-2018-1271

Scope
All Matches
All Matches
~ | All Matches

:| | cancel

At the "Scope” columns you can specify if you want that the profile to be launched

in all the detections, or only once per domain.



6. More Documentation resources

For now, there are more resources on how the Burp Bounty Pro extension works.
In this documentation you will mainly find how version 1.6 works, but the creation
of profiles and rules is the same in 1.6 as in 2. In version 2 the use has been
improved making it easier, and the power, increasing the functionalities in the
profiles.

You can find more documentation in the URLs:
o https://burpbounty.net/burp-bounty-ekoparty-2020/

e https://vimeo.com/493308580
o https://burpbounty.net/faq/

Or on our YouTube channel:

o https://www.youtube.com/channel/UCSg4R209 nGIMHWZ4H98GkQ/vide
oS



https://burpbounty.net/burp-bounty-ekoparty-2020/
https://vimeo.com/493308580
https://burpbounty.net/faq/
https://www.youtube.com/channel/UCSq4R2o9_nGIMHWZ4H98GkQ/videos
https://www.youtube.com/channel/UCSq4R2o9_nGIMHWZ4H98GkQ/videos

